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Problem Statement

® (Cyber Incident attribution and forensics, Is a complex process.

® [0 assist In security Incident response, recognizable hostile activity
needs to be associated with other information system behavior
in order to understand the complete cyber security incident life
cycle

® SS5H flow is used to log in as root, and run a rogue program to exfiltrate




Data Correlation

® Semantic Enhancement

® (lassification Information
® (Geospatial - Geolocation information
® [Netspatial - Virtual positioning information
e (Communit, o nteresi

® Application

® Origination information




Data Correlation Strategies

® ow Attribute Matching

® [low ldentifiers
® Protocol specific identifiers

® Packet Dynamics
® [nter-packet arrival times

® Packet Size

® [ransactional Dynamics
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Distributed Situational Awareness

Attack Scenarios - External Threats
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buted Srtuational Awareness

Attack Scenarios - Interior Exterior Spoofing
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Spoof Correlation

® Simple multi-domain flow correlation

® However, with NAI, encryption, tunneling, traditional flow
correlation i1s not possible.

® No applicable flow identifiers for matching

® [low granularity mismatch




-nd-to-End Situational Awareness

Network Optimization - Black Core Mesh

SNMP RMON Element Statistics/Traps

=== |nterface Status / Transitional Events

Bulk Link Statistics

System Layer 2-7 Flow Data - -
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Comprehensive Layer 2-4 Flow Data

Comprehensive Layer 2-4 Flow Data ISP Communication Efficiency

NeBE Path Asaurance / Status \ 4 Ingress Available Capacity / Loss (Jiﬁer
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. Comprehensive Flow Monitor
B  s\MPRMOM Style Monitor

. Information System Repository



Radium

Data Flow Machine Architectures
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Radium
Data Flow Design

Argus Output Processor

Arg us Mangement
Data Input e
Processor Flow Model
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Data Processing (Alignment, Correction, Aggregation, Correlation, ....)




Radium
Data Flow Design

RADIUM

Streaming Analytics
Correlation

Argus
Data Input
Processor
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-nterprise Border Awareness
Qutside Inside / Them vs Us

. White/Visible Node

Black/Non-Visible Node

‘ Comprehensive Flow IS

[ ] Argus Sensor

Data Plane

Situational Awareness Data

Unobservable Traffic




Subnet Border Awareness

Local and Remote Strategies

. White/Visible Node

Black/Non-Visible Node
‘ Comprehensive Flow IS

Argus Sensor

Data Plane

Situational Awareness Data

Unobservable Traffic



-nd System Awareness

Local and Remote Strategies

. White/Visible Node

Black/Non-Visible Node

‘ Comprehensive Flow IS

[ ] Argus Sensor
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Complex Comprehensive Awareness

Local and Remote Strategies

White/Visible Node

Black/Non-Visible Node

Comprehensive Flow IS
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Flow - Non Flow Correlation

® Replay attack detection

® Bi-Directional Protocol Time Uncoupling

® Stepping stone detection

® [wo completely independent flows, that share the same instantaneous burst behavior
and packet size frequency distribution (shifted for encapsulations)

® [Man vs Machine detection

® |nteractive vs Non-Interactive Session Detection
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Comprehensive

-nterprise Awareness
Dealing with the Insider Threat

MPLS Network
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